Installing your certificate on your
Windows PC

Choose your email software below to learn how to obtain and install a digital certificate.
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Using Outlook or Windows Mail =

Step one

Visit Comodo for your free secure email certificate by
clicking the link below.

http://www.comodo.com/home/email-security/free-
email-certificate.php

Click Free Download to obtain your certificate.

Step two

Fill out the form completely, then read and agree to the
subscriber agreement and click Next.

Note: You must provide the email address you intend to
use to submit your ballot.

You will see a dialog box confirming that you want the
website to request a new digital certificate on your
behalf. Click Yes to continue.
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Free Secure Email Certificate & Print View

Price: 100% Free

Email certificates allow you to encrypt and digitally sign —
your emails so they cannot be intercepted, read or FREE DOWNLOAD

modified by anyone except the person you sent them to.

Application for Secure Email Certificate

Your Details
First Name Secured
Last Name Ballot
Email Address testinguocava@gmail.com
Country | United States

Private Key Options
Key Size (hits): | 2048 (High Grade)

Web Access Confirmation

This Web site is requesting a new certificate on your behalf. You
should allow only trusted Web sites to request a certificate for
you.

S

Do you want to request a certificate now?




Using Outlook or Windows Mail = (=

Step three

Your application will be processed and you will see the
Application is successful! screen. A link will be sent to
the email address you provided on the application. The
email will come from secureemail@comodogroup.com.

Click the link to download and install your new
certificate.

Step four

Your default browser will open and a pop-up will ask you
for permission to install the certificate to your computer.
Click Yes.

Your computer will download and install the certificate
for you. When done, it will display the message you see
below.

Your certificate is installed and ready for use.
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Congratulations - your Comodo FREE Personal Secure Email Certificate is now
ready for collection! You are almost able to send secure email!

Simply click on the button below to collect your certificate.

Click & Install Comodo Email Certificate

Web Access Confirmation ) M

This Web site is adding one or more certificates to this
computer. Allowing an untrusted Web site to update your
certificates is a security risk. The Web site could install
certificates you do not trust, which could allow programs that
you do not trust to run on this computer and gain access to your
data.

Do you want this program to add the certificates now? Click Yes
if you trust this Web site. Otherwise, click No.

Collection of Secure Email Certificate

Attempting to collect and install your Free Certificate

Successful
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Mozilla
Thunderbird
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Step one

Visit Comodo for your free secure email certificate by ¢ 5¢-

clicking the link below. Free Secure Email Certificate & Print View

Price: 100% Free

Email certificates allow you to encrypt and digitally sign —
your emails so they cannot be intercepted, read or FREE DOWNLOAD

modified by anyone except the person you sent them to.

http://www.comodo.com/home/email-security/free-
email-certificate.php

Click Free Download to obtain your certificate.

Step two Application for Secure Email Certificate

Fill out the form completely, then read and agree to the

subscriber agreement and click Next. Your Details

First Name Secured
Note: You must provide the email address you intend to Last Name Baliot
use to submit your ballot. Email Address testinguocavai@gmail.com

Country | United States

You will see a dialog box confirming that you want the
website to request a new digital certificate on your

behalf. Click Yes to continue. Private Key Options

Key Size (bits): | 2048 (High Grade) :

Web Access Confirmation

This Web site is requesting a new certificate on your behalf. You
should allow only trusted Web sites to request a certificate for

you.
U Do you want to request a certificate now?
y/
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Using Mozilla Thunderbird

Step three

Your application will be processed and you will see the
Application is successful! screen. A link will be sent to
the email address you provided on the application. The
email will come from secureemail@comodogroup.com.

Click the link to download and install your new
certificate.

Step four

Your default browser will open and a pop-up will ask you
for permission to install the certificate to your computer.
Click Yes.

Your computer will download and install the certificate
for you. When done, it will display the message you see
below.
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Congratulations - your Comodo FREE Personal Secure Email Certificate is now
ready for collection! You are almost able to send secure email!

Simply click on the button below to collect your certificate.

Click & Install Comodo Email Certificate

Web Access Confirmation

This Web site is adding one or more certificates to this
computer. Allowing an untrusted Web site to update your
certificates is a security risk. The Web site could install
certificates you do not trust, which could allow programs that
you do not trust to run on this computer and gain access to your
data.

Do you want this program to add the certificates now? Click Yes
if you trust this Web site. Otherwise, click No.

Yes | No |

Collection of Secure Email Certificate

Attempting to collect and install your Free Certificate

Successful



Using Mozilla Thunderbird S

Step five

Open Microsoft Internet Explorer and open Internet
Options to begin exporting your certificate for use in

Thunderbird

Click the Content tab, then under Certificates, click

Certificates.
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Print
File
Zoom (125%)

f Facebook . View downloads Ctrl+)
Manage add-ons
F12 developer tools

Go to pinned sites

Internet options
About Internet Explorer

Internet Options | lI

| General | Securit‘,rl Privacyr| Content |C0nnections Frograms | Advanced|

Content Advisor

@"* Ratings help you control the Internet content that can be
viewed on this computer.

[ '¢-‘ Enable... ] ¥ Settings E
Certificates
Use certificates for encrypted connections and identification.
[ Clear S5L state ] l Certificates ] ’ Publishers ]

AutoComplete

— AutoComplete stores previous entries [ Settinns ]
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Step seven
The certificate viewer will open and you will see your —
new certificate issued by COMODO listed along with any | Security | Privacy || Certificates
other certificates you might have. nt Advisor

Intended purpose: I<AII:=

h Ratings help yo
vievved on this ¢

Click your new certificate, then click EXpOl"t Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | *
, .

Issued To Issued By Expiration Date Friendly Mame
icates 2/27/2112 <None>
Use certificates 8/30/2012 <Mone>
8/30/2012 <Mone>
il i @ il. i )
Clear SSL state ] testinguocava@gmail.com  COMODO Client A 4/3/2013
omplete

AutoComplete g

4|

é updated conten ’ Import... H Export... H Remove

can be read in
other program

Certificate intended purposes

Secure Email, 1.3.6.1.4.1.6449.1.3.5.2

Learn more about certificates
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Step eight

The Certificate Export Wizard will start and walk you
through the process of exporting your new certificate

. - Certificate Export Wizard
for use in Thunderbird.

Click Next to begin the process. Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate
trust lists and certificate revocation lists from a
certificate store to your disk.

A certificate, which is issued by a certification authority,
is a confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, click Mext.
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Mozilla
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Step eight (cont'd)

Click Next when asked whether you want to export your © — ' ' x N
S|

private key. . .
Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
| certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
I (@) Yes, export the private key

(") No, do not export the private key

Learn more about exporting private keys

Windows
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Mozilla
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Step eight (cont'd)

Click Next when asked what format to use when
exporting your certificate.

Certificate Export Wizard ! | |

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER. encoded binary X.509 (.CER)
Base-64 encoded ¥.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

(@) Personal Information Exchange - PKCS #12 (.PFX)
[ ] nclude all certificates in the certification path if possible

|| Delete the private key if the export is successful
|| Export all extended properties

Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

Windows
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Using Mozilla Thunderbird S

Mozilla
Thunderbird
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Step eight (cont'd)

Enter and confirm a password for your certificate. You
will need to remember this password for use when
bringing your certificate into Thunderbird.

Certificate Export Wizard

Click Next to continue. To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Fassword:

Type and confirm password (mandatory):
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Using Mozilla Thunderbird S

Mozilla
Thunderbird
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Step eight (cont'd)

Specify a location for saving your certificate.

Click Next to continue. Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

Desktopmycert.pfx

Windows
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Using Mozilla Thunderbird S

Mozilla
Thunderbird
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Step eight (cont'd)

Click Finish to complete the export process. You will see _—
a success message when the export is done. Certificate Bxport Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the following settings:

File Name C:\Usq
Export Keys Yes
Include all certificates in the certification path Mo
File Format Person

Finish ] [ Cancel

FILE A BUSINESS

Windows
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Step nine
Open Thunderbird and navigate to Tools>Account
Settings in the menu. ccount ol
From the ACCOUnt Settlngs dIaIOg bOX, C||Ck Security in ; Jurnk Settings To send and receive signed or encrypted messages, you should specify both a digital
Disk Space signing certificate and an encryption certificate.
the menu on the Ieft. 4 testinguocava@gmail.com

Digital Signing
Server Settings

Use this certificate to digitally sign messages you send:

. . . . . . Copies & Folders
Click View Certificates to begin the process of importing Composition & Adcressing Selecle

your ce rtrﬁcate. Junk Settings Digitally sign messages (by default)

Synchronization & Storage Encryption

Return Receipts Use this certificate to encrypt & decrypt messages sent to you:

Step ten Security

QOutgoing Server (SMTP)

Default encryption setting when sending messages:

When the Certificate Manager opens, click Import.

(@ Never (do not use encryption)
Required (can't send message unless all recipients have certificates)

Navigate to and Open your exported certificate. Certificates

View Certificates l [ Security Devices

Server >ettngs

e this cedificate to diaita ian messages you send: .
& e

] Your Certificates ‘ People | Servers | Authorities | Others |

S You have certificates from these organizations that identify you:

‘ Certificate Name Security Device Serial Number

Windows

ificates)

‘ / 7 Backup... Backup All... Delete...
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Using Mozilla Thunderbird

Mozilla
Thunderbird
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Step ten (cont'd)
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Enter the password you set for your certificate and click - =
OK | @ certncate vanager W

Your Certificates | People | Servers | Authorities | Others |

After entering your password, you will receive a message

stating that your certificate was successfully restored. You have certificates from these organizations that identify you:

Cert

Click OK, then close the certificate import window.
Please enter the password that was used to encrypt this

certificate backup.

Password: eeesesese

View... Backup... Backup All...

TUUn LETILdLes | Pec-ple| SEMVETS I AUTNOrites I k)'[nefSl

You have certificates from these organizations that identify you:

Certificate Name Security Device Serial Number Expires O |4

L!\} Successfully restored your security certificate(s) and private key(s).

eriificates)

View... Backup... Backup All... Delete...
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Step eleven

Back in the Account Settings>Security window, click
Select under Digital Signing.

Account Settings

To send and receive signed or encrypted messages, you should specify both a digital
signing certificate and an encryption certificate.

Junk Settings
This will allow you to select your newly imported Disk Space

4 testinguocava@gmail.com

certificate to sign and encrypt emails. Your certificate
details will appear in a new window.

Click OK.

You will then be prompted to select a certificate for
encrypting messages. Click Yes to use your certificate.

Then close the Account Settings window. Your certificate
is now installed for use in Mozilla Thunderbird.

Your certificate is installed and ready for use.

Windows

Server Settings

Copies & Folders
Composition & Addressing
Junk Settings
Synchronization & Storage

Return Receipts

Digital Signing
Use this certificate to digitally sign messages you send:

Select...
Digitally sign messages (by default)

Encryption
Use this certificate to encrypt & decrypt messages sent to you:

Security Select...
QOutgoing Server (SMTP)

Default encryption setting when sending messages:

(@ Never (do not use encryption)

Required (can't send message unless all recipients have certificates)

Select Certificate

Certificate: Ie-Bclda3d3—flﬁa-4Db2—b5de—7ac!3195c0b3c [00:9C:EB:5E:49:D4:BR:AG:0FAQBF.C1:D9:0A:02:C0:52] B ]

Details of selected certificate:

Issued to: E=testinguocava@gmail.com
Serial Number: 00:9CEB:5E:49:04:89:A6:0FAQ:BF.C1:D9:0A:02:C0:52
Valid from 4/2/2012 19:00:00 PM to 4/3/2013 18:59:59 PM
Certificate Key Usage: Signing,Key Encipherment
Email: testinguocava@gmail.com
Issued by: CN=COMODO Client Authentication and Secure Email CA,0=COMQODO CA
Limited,L=5alford,ST=Greater Manchester,C=GB
Stored in: Software Security Device

0K ] I Cancel

ULgUINg server (omie)

Thunderbird

You should also specify a certificate for other people to use when they send you encrypted
messages. Do you want to use the same certificate to encrypt & decrypt messages sent to you?
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